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A. The Petitioner: Association of Sudanese Lawyers and Legal Practitioners 
in the UK  

1. The Association of Sudanese Lawyers and Legal Practitioners in the UK 
(‘ASLLP’) was established by a group of Sudanese lawyers based in the UK in 
order to (amongst other things) bring legal action around the world on behalf of 
Sudanese people and organisations for the benefit of justice and equality in 
Sudan. This has included seeking remedies in International Law for those killed 
during the recent upheavals, and includes the making of this complaint in 
relation to internet shutdowns. 

2. The Chairperson of ASLPP is Mr Abobaker Adam, a lawyer and human rights 
defender. Mr Abobaker and the Governors and members of ASLPP are directly 
affected by the matters set out in this complaint, being Sudanese citizens, 
members of the Sudanese diaspora, and having friends, family and business 
associates is Sudan. 
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B. Summary of the complaint and request 

3. Since the beginning of the end of the al-Bashir dictatorship in 2018 Sudan has 
consistently used internet shutdowns during times of political turmoil as a 
means of controlling its civilian population. It has done so again during and 
since the recent coup on 25 October 2021. This is contrary to Sudan’s 
obligations under international law, and ASLPP requests that the Special 
Rapporteurs to whom this complaint is addressed issue a joint statement 
condemning the practice and calling on Sudan to end it immediately, and invites 
them to communicate their complaint to the Sudanese authorities and to the 
companies responsible. 

C. Background 

4. For the thirty years between 1989 and 2019 Sudan was a military dictatorship 
led by Omar al-Bashir, who came to power as the leader of a military coup. In 
March 2009 al-Bashir – whilst still the serving head of state – was indicted by 
the International Criminal Court on charges of directing a campaign of mass 
rape and killing in the Darfur region of Western Sudan. He remained in power 
for a further 10 years. Al-Bashir’s regime was eventually ended by protests that 
began in late 2018, and on 11 April 2019 he was deposed. A three-month 
‘period of emergency’ was enacted by the Trans Military Council, but protests 
and unrest continued. Clashes in June 2019 between pro-democracy 
protesters and state security forces left many dead.  

“Between December 2018 (when the Sudan protests began) and 11 
April 2019 when Omar Al-Bashir was overthrown, the police and the 
security services arbitrarily arrested and detained at least 2,000 people. 
During the same period, at least 77 people were killed, and hundreds of 
others injured across Sudan mainly by the Sudanese security forces. 
These human rights violations were mainly committed by members of 
the National Intelligence Security Service (NISS) (since renamed the 
General Intelligence Service). They unlawfully killed, beat up peaceful 
protesters in the streets and inside their detention centers, violently 
dispersed them, and subjected many of them to torture and cruel, 
inhumane and degrading treatment. For example, security agents 
repeatedly whipped detainees with plastic pipes all over their bodies. 
Sometimes they used electric sticks, forcefully shaved the hair of some 
male detainees and verbally insulted them and threatened them with 
rape and death. In Khartoum, the security forces frequently attacked 
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residential areas and entered people’s homes and hospitals firing live 
rounds and tear gas inside.” 1 

5. In one incident on 3 June 2019, the armed forces of the TMC headed by the 
Rapid Support Forces (the ‘RSF’, previously known as the Janjaweed militia) 
used heavy gunfire and teargas to disperse a sit-in by protestors in front of the 
Army General Headquarters in Khartoum, killing more than 100 people2. It 
was also reported that more than 70 men and women were raped during this 
incident. 3 

6. In July 2019 an accord was reached between the factions: on the one hand an 
alliance of largely civilian protestors and activists under the umbrella of the 
Alliance for Freedom and Change (‘AFC’), and on the other the Transitional 
Military Council (‘TMC’) which had held power since al-Bashir’s removal. A 
Political Agreement was signed in July 2019, and a Draft Constitutional 
Declaration was made in August 2019. 

7. The resulting constitutional arrangements include the creation of a joint military-
civilian Sovereign Council of Sudan, and the appointment of a new Prime 
Minister, Abdalla Hamdok, who was sworn in on 21 August 2019. On 3 
September Hamdok appointed a cabinet of 14 civilian ministers. Elections had 
been scheduled for 2022. 

8. However, on Monday 25 October 2021 Prime Minister Hamdok and his cabinet 
were arrested in a military coup led by General Abdel Fattah Burhan, the civilian 
government was dissolved, and a state of emergency declared. This action was 
purportedly taken to avoid civil war. In response, thousands of Sudanese 
civilians joined pro-democracy protests in Khartoum. The military responded, 
killing at least several4 people at the main protest in Khartoum alone, with 

 
1 For a detailed analysis of the events of June 2019 (as well as the period generally) from the 
point of view of victims of human rights abuses, see the report, “They Descended On Us Like 
Rain”: Justice For Victims of Protest Crackdown in Sudan by Amnesty International, available at 
https://www.amnesty.org/download/Documents/AFR5418932020ENGLISH.PDF 
The report includes the following summary:  
2 Reports vary, with some putting the figure at well over 100. See for example: 
https://www.iol.co.za/news/africa/death-toll-in-sudan-crackdown-rises-to-100-after-40-bodies-
recovered-from-nile-25250799 
Reports at the time complain that casualty figures were impossible to determine because of 
internet shutdowns: https://www.internetsociety.org/news/statements/2019/turn-the-internet-
back-on-in-sudan-and-keep-it-on/ 
3 https://web.archive.org/web/20190611225436/https://www.theguardian.com/world/2019/jun/11/sudan-
troops-protesters-attack-sit-in-rape-khartoum-doctors-report 
4 Again, reports vary, but in a declaration dated 27 October 2021, the African Commission for 
Human and Peoples’ Rights reported at least 7 deaths, with 140 injured: 
https://www.achpr.org/fr_pressrelease/detail?id=609 
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allegations that live rounds and tear gas were used. The total number of people 
killed during the 2021 unrest is not known.  

9. As with previous periods of civil turmoil in Sudan, the Sudanese government 
has responded to recent events by shutting down, slowing or otherwise 
impeding mobile internet services, and even by totally disabling the cellular 
mobile network for the 48-hour period immediately following the coup (25 and 
26 October 20210). This has hampered (amongst other effects – see further 
below) the flow of information from Sudan, in particular from the more remote 
areas of Sudan, making it impossible to ascertain with any clarity the nature of 
any unrest or protest, the proportionality of the military’s response, or casualty 
numbers. Previous experience suggests, however, that at times such as these 
there is a heightened risk (almost an inevitability) of serious human rights 
violations. The internet shutdowns create the very real possibility that such 
atrocities will go unreported. 

10. On 2 November 2021 the UN Special Rapporteur on the right to peaceful 
assembly and association, Clémont Voule, issued a statement5 expressing 
alarm at the ongoing violent repression of peaceful demonstrations in Sudan. 
Mr Voule noted that protests had been met with the use by the military of 
excessive force, with reports indicating an organised campaign of arrests of 
activists, including journalists, students, human rights defenders and lawyers, 
and the whereabouts of those detained still not known. Mr Voule also expressed 
concerns about the shutdown of the internet and disruptions to 
telecommunications services. 

D. Internet provision in Sudan 

11. Following privatisation of the telecoms sector in Sudan as part of a programme 
of economic reforms in the early 1990s, the landscape is as follows6: 

a. telecoms policy and legislation is handled by the Ministry of Information 
and Communications;  

b. regulatory functions are devolved to the National Telecom Corporation 
(NTC); and  

 
 
5 https://www.ohchr.org/EN/NewsEvents/Pages/DisplayNews.aspx?NewsID=27752&LangID=E 
6 https://en.wikipedia.org/wiki/Telecommunications_in_Sudan 
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c. licences are granted to private operators and service providers (see 
below). 

12. There are three mobile service providers (in order of market share, each 
offering mobile data as well as voice services): 

a. Zain; 

b. MTN; and 

c. Sudani, the domestic carrier owned by Sudatel. 

13. There are two fixed line operators: 

a. Sudani/Sudatel; and 

b. Canar. 

14. The vast majority of individual Sudanese internet users access the internet 
through mobile operators.7 The major reason for this is that the monthly cost of 
fixed-line internet access is unaffordable to most, as compared with mobile 
internet services, which are cheaper8. Even small businesses are therefore 
largely reliant on mobile internet provision. Hence mobile internet use is 
ubiquitous in Sudan, and relied upon in all aspects of daily life including for: 
communication, commerce, social interaction, keeping in touch with friends and 
relatives, commercial and consumer financial transactions, mobile payments9, 
education10. 

15. In terms of infrastructure, Sudan has a national fibre optic backbone, 
international fibre connections, and is apparently developing space technology 
through a Chinese-built satellite launched (from China) in November 2019. 
There does not appear to be any technological reason why Sudan’s mobile 
internet services should slow down or stop at any particular moment. 

 
7 https://www.itu.int/en/ITU-D/Regional-
Presence/ArabStates/Documents/events/2015/RM/Presentations/Session7/NTC-Sudan.pdf 
8 https://www.internetsociety.org/news/statements/2019/turn-the-internet-back-on-in-sudan-and-
keep-it-on/ 
9 Through Sudatel’s ‘Gorooshi’ m-money service, for example: 
https://apk.center/sd.sudani.gorooshi.html, or similar services 
10 See: https://restofworld.org/2020/sudan-revolution-internet-shutdown. ““My textbooks,” said 
Mohamed Hussein, a 21-year-old medical student, “are all online.”” 
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E. Internet shutdowns in Sudan since 2019 

16. ‘Internet shutdown’ is used here to refer to any kind of interference with access 
to online services or material, and includes11: 

a. Disabling (physically or otherwise) communication services on a local or 
national scale, or on a targeted basis; 

b. Blocking particular websites, services, apps or content; 

c. Materially constraining bandwidth such as to significantly slow or halt 
altogether users’ (or particular users’) access to the internet; and 

d. Any legal measure the effect of which is to require one or more service 
providers to take any of the action listed above. 

17. When the protests began in Sudan in 2018 the al-Bashir government 
responded by blocking access to social media. Between December 2018 and 
February 2019 (reportedly for a period of 68 days) “it was nearly impossible to 
access Twitter, Facebook, or WhatsApp [in Sudan] unless you had a Virtual 
Private Network (VPN)”.12 

18. The activity that led to al-Bashir’s removal in April took place amidst further 
social media slow-downs, blockages and intermittent internet outages. Then, 
during the violent crackdown in June 2019, the military government finally 
disabled the internet in Sudan altogether. “No VPN workarounds, no landline 
access, nothing. On global maps of internet traffic, Sudan simply disappeared. 
… Like a power outage moving down a city block, one by one, internet providers 
went down – Sudan’s four mobile companies between 11 a.m. and noon, and 
its landline internet by 4 p.m.”13 

19. The total internet blackout lasted for five days. On 8 June landline access was 
reinstated, but as noted above landline use in Sudan is tiny compared to mobile 
access14. 

 
11 And see the definition by the Global Network Initiative, in “Disconnected: A Human Rights 
Approach to Network Disruptions”, as cited by the United Nations Special Rapporteur on 
freedom of assembly etc., in his report to HRC47 (at §7 and FN11). The definition here is 
consistent with this. 
12 Anatomy of an Internet Shutdown, restofworld.org, by Jina Moore, 12 May 2020  
https://restofworld.org/2020/sudan-revolution-internet-shutdown 
13 Ibid 
14 In 2015 mobile telephone subscriptions were numbered at 27.8 million, compared to fewer 
than 500,000 fixed line connections. See: https://www.itu.int/en/ITU-D/Regional-
Presence/ArabStates/Documents/events/2015/RM/Presentations/Session7/NTC-Sudan.pdf 
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20. The mobile internet blackout in June 2019 lasted for 37 days until 9 July. It was 
ended by a ruling from Sudan’s High Court on a class-action brought by Mr 
Hassan, which required the mobile internet service providers to restore service 
to their subscribers. As in Mr Hasan’s individual case, the ruling was based on 
the contractual obligations of the private internet providers to their users, not 
on any point of wider principle, and the ruling did not bind the Sudanese 
government, which had brought about the shutdowns. 

21. The cost to the Sudanese economy of the June 2019 internet shutdown is 
estimated to be USD $1.9 billion15. 

22. The disabling of the internet in Sudan had the following effects on the civilian 
population: 

a. Silencing dissent; 

b. Preventing news of events spreading beyond a country’s borders; 

c. Impeding democratic change; 

d. Forcing citizens onto older analogue systems more vulnerable to 
surveillance; 

e. Dictating the narrative; 

f. In combination with the turmoil and violence on the streets already, the 
lack of the means to communicate discouraged people – all people, not 
only protesters – from venturing out because they were unable to assess 
the risk to their personal safety from time to time. 

23. A small and unfortunately isolated victory for internet users was secured by Mr 
Abdelazim Hassan when he succeeded in a private law-suit in obtaining an 
order requiring Zain, his internet service provider, to restore his connectivity. 
Zain complied, but only in relation to Mr Hassan.16 

24. Internet shutdowns have been used again in the recent upheaval, with their 
effects likely to be similar to previously. Already there is concern at a potential 

 
15 See the Netblocks.org Cost of Shutdown Tool (COST), calculated at 37 days (3 June to 9 
July): https://netblocks.org/cost. The direct loss to Zain is estimated at USD $ 4.36 million, and 
according to Al Jazeera losses to companies and individuals with internet connections exceeded 
USD $750 million: https://globalvoices.org/2020/06/08/internet-shutdowns-in-sudan-the-story-
behind-the-numbers-and-statistics/ 
16 https://www.bbc.co.uk/news/world-africa-48744853 



 

 9 

news blackout capable of masking further serious human rights violations as 
have occurred during previous unrest.  

25. Shutdowns were first reported on Monday 25 October 2021, the day of the 
coup. Netblocks confirmed “internet disrupted in Sudan amid reports of military 
coup and detention of Prime Minister; real-time network data show national 
connectivity at 34% of ordinary levels”17. At the same time, and for a period of 
48 hours, the whole cellular mobile telephone service was also disabled, 
preventing voice calls or SMS messages over the mobile network. 

26. Netblocks then reported continuing large-scale disruption and social media 
restrictions over the following days18. As at 2 November 2021, Twitter users 
were reporting that the mobile internet blackout was into its eighth day19, with 
ADSL (fixed line) available through some carriers, and phone and SMS 
services still available. A programme of further cilvil action and disobedience 
and pro-democracy protests is planned20, which is likely to lead to conflict 
between civilians and the military. 

27. Shutdowns are so easily effected in Sudan because the head of the NTC is a 
military appointment, and the NTC has direct access to the private service 
providers through security service personnel who are seconded to the service 
providers, where they have control over the functional elements of the 
networks.  

F. Relevant domestic legal provisions 

28. The Draft Constitutional Declaration contains a ‘Rights and Freedoms Charter’ 
(at Chapter 14) which contains the following relevant provisions: 

41(2) All rights and freedoms contained in international human rights 
agreements, pacts, and charters ratified by the Republic of Sudan shall 
be considered an integral part of this document. 

54 Right to privacy 

No one’s privacy may be violated, nor shall it be permitted to interfere in 
the private or family life of any person in his home or correspondence, 
except by law. 

 56 Freedom of express and the press 

 
17 https://netblocks.org/reports/internet-disrupted-in-sudan-amid-reports-of-coup-attempt-
Q8ov93yn 
18 As above 
19 https://twitter.com/BSonblast/status/1455333919088275458 
20 As above (including the thread beneath that tweet)  
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(1) Every citizen shall have the unrestricted right to freedom of 
expression, to receive and publish information and publications, 
and to access the press, without prejudice to public order, safety 
and morals, as defined by law. 

(2) The right to access the internet, without prejudice to public order, 
safety, and morals, as defined by the law. 

(3) The state shall guarantee freedom of the press and other media, 
as regulated by law in a democratic, pluralistic society.  

(4) All media shall adhere to the ethics of the profession and shall not 
incite religious, ethnic, racial, or cultural hatred, or call for violence 
or war.  

57 Freedom of assembly and organization 

(1) The right to peaceful assembly shall be guaranteed, and every 
person  shall have the right to free organization with others, 
including the right to form political parties, associations, 
organizations, syndicates and professional unions, or to join the 
same in order to protect their interests. 

(2) The law shall regulate the formation and registration of political 
parties, associations, organizations, syndicates and professional 
unions, in accordance with what is required by a democratic 
society. 

(3)  No organization shall have to the right to work as a political party, 
unless it has the following: 

(a) Open membership for all Sudanese, regardless of religion, 
ethnic origin or place of birth;  

(b) Democratically elected institutions; 

(c) Transparent and open sources of funding. 
58 The right to political participation 

Every citizen has the right to political participation in public affairs, as 
regulated by law. 

29. Chapter 13 of the Declaration contains a power to suspend parts of the Rights 
and Freedoms Charter upon the declaration by the SCS of a State of 
Emergency.  

30. In 2019, albeit after the fact, a decree was issued by the Military Council 
purportedly justifying the internet shutdowns on national security grounds. No 
such decree has been issued in 2021. 

G. Sudan’s international legal obligations in relation to internet shutdowns 

31. Sudan acceded to the ICCPR in 1986. No declarations or reservations in 
relation to Sudan’s accession are recorded as having been notified to the 
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Human Rights Committee. Sudan is thus bound, in particular, by articles 17 
(privacy), 18 (freedom of thought), 19 (freedom of expression and to 
information), 21 (peaceful assembly), and 22 (freedom of association) of the 
Covenant. 

32. In the Joint Declaration on Freedom of Expression and the Internet (2011)21 the 
international mechanisms for promoting freedom of expression22 collectively 
stressed that freedom of expression applies to the internet as it does to all 
means of communication, and that restrictions on freedom of expression on the 
Internet are only acceptable if they comply with established international 
standards. 

33. In the Joint Declaration on Freedom of Expression and responses to conflict 
situations (2015)23, the same special representatives set out the following 
general principles: 

a. States have a direct responsibility under international human rights law 
to respect freedom of expression and they are also under a positive 
obligation to take effective measures to protect freedom of expression 
against attacks by third parties, including by ensuring accountability for 
any attacks on those exercising their right to freedom of expression and 
by raising awareness about the importance of freedom of expression. 

b. States should not respond to crisis situations by adopting additional 
restrictions on freedom of expression, except as strictly justified by the 
situation and international human rights law. 

c. Any restriction on freedom of expression must meet the three-part test 
under international human rights law, namely that it is provided for by 
law, it serves to protect a legitimate interest recognised under 
international law and it is necessary to protect that interest. 

d. In the context of systematic attacks on freedom of expression, non-State 
actors bear direct responsibility for their actions where these represent 

 
21 https://www.osce.org/files/f/documents/e/9/78309.pdf 
22 The United Nations (UN) Special Rapporteur on Freedom of Opinion and Expression, the 
Organization for Security and Co-operation in Europe (OSCE) Representative on Freedom of the 
Media, the Organization of American States (OAS) Special Rapporteur on Freedom of 
Expression and the African Commission on Human and Peoples’ Rights (ACHPR) Special 
Rapporteur on Freedom of Expression and Access to Information 
23 https://www.ohchr.org/en/NewsEvents/Pages/DisplayNews.aspx?NewsID=15921&LangID=E 
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breaches of domestic law, or of international humanitarian or criminal 
law. 

34. The right to access the internet and other digital technologies for the purpose 
of the exercise of the rights to freedom of expression and peaceful assembly is 
protected by article 2124. The protection afforded by article 21 encompasses 
the wide range of “activities associated with peaceful assemblies, including 
planning and organising a gathering, mobilising resources; disseminating 
information, preparing for and traveling to the event; communicating with other 
organisers and participants leading up to and during the assembly; [and] 
monitoring and broadcasting the assembly.”25 

35. As in relation to Article 19, from the point of view of the right to peaceful 
assembly and association, any internet shutdown must be lawful and capable 
of being strictly justified as necessary in support of one of the aims set out in 
Article 21 (the interests of national security or public safety, public order, the 
protection of public health or morals or the protection of the rights and freedoms 
of others). Overbroad or vague justifications will be insufficient. Shutdowns that 
cannot be justified according to these principles breach Article 21. 

36. In his report to the forty-seventh session of the Human Rights Council, Mr 
Clement Nyaletsossi Voule, the United Nations Special Rapporteur on the right 
to peaceful assembly and association as a follow up to his report on the rights 
to freedom of assembly and of association in the digital era26, in which he had 
expressed alarm at the rise of internet shutdowns during critical democratic 
moments such as elections and peaceful protests. In following up, Mr Voule 
presented a study of recent trends and the impact of internet shutdowns in 
relation to peaceful protests, and made recommendations to address the 
phenomenon.  

37. He noted that: 

a. Internet shutdowns have become entrenched practice in certain regions 
as a means to retain power and stifle dissent; 

b. Shutdowns are lasting longer, becoming harder to detect and targeting 
particular social media, localities and communities; and 

 
24 See general comment No. 37 of the Human Rights Committee on Article 21: The Right to 
Peaceful Assembly (2020) 
25 Report by the Special Rapporteur on the right to peaceful assembly and association on the 
rights to freedom of assembly and of association in the digital era A/HRC/41/41 
26 Above 
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c. Shutdowns often go hand-in-hand with other similar repressive 
measures, such as the criminalisation of journalists and rights 
defenders. 

38. The United Nations General Assembly27 and the Human Rights Council28 have 
explicitly called upon states to refrain from implementing internet shutdowns.  

39. On 8 July 2019, the day before the end of the June 2019 shutdown, a statement 
of denunciation29 was issued by Mr Aristide Nononsi, the Independent Expert 
on the human rights situation in Sudan; Mr Voule; and Mr David Kaye, Special 
Rapporteur on the promotion and protection of the right to freedom of opinion 
and expression. In that statement the experts express their view that the 
shutdown was, “in clear violation of international human rights law and cannot 
be justified under any circumstances”. They went on to say the following: 

“The internet shutdown forms part of a larger effort to stifle the free 
expression and association of the Sudanese population, and to curtail 
the ongoing protests,” the experts said. “Internet services have been 
shut down several times since the beginning of the year, the last time on 
10 June only days after security forces violently dispersed a sit-in and 
killed and injured more than a hundred protesters. 

“Access to information and communication services is crucial at times of 
protests. Restricting or blocking access to Internet services not only 
adversely affects the enjoyment of the rights to freedom of expression, 
assembly and participation, but it also has severe effects on protesters 
demands’ regarding economic and social rights.” 

40. In its Resolution No. 362 of 201630, the African Commission has stressed that 
the same rights that people have offline must also be protected online. 

41. On 29 January 2019 the African Commission on Human and Peoples’ Rights 
(the Commission), acting through the Special Rapporteur on Freedom of 
Expression and Access to Information in Africa (the Special Rapporteur), 
Commissioner Lawrence Mute, issued a press release31 expressing concern 
on the continuing trend of internet shutdowns in Africa, including in Chad, 

 
27 General Assembly resolution 73/173 of 17 December 2018 
28 Council resolutions 20/8 of 5 July 2012, 26/13 of 26 June 2014, 32/13 of 1 July 2016 and 38/7 
of 18 July 2018 
29 Available here: 
https://www.ohchr.org/EN/NewsEvents/Pages/DisplayNews.aspx?NewsID=24803&LangID=E 
30 https://www.achpr.org/sessions/resolutions?id=374 
31 https://www.achpr.org/pressrelease/detail?id=8 
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Sudan, the Democratic Republic of Congo (DRC), Gabon and Zimbabwe. The 
Special Rapporteur noted that  

“[I]nternet and social media shutdowns violate the right to freedom of 
expression and access to information contrary to Article 9 of the African 
Charter on Human and Peoples’ Rights. The internet and social media 
have given voice to the people of Africa who may now discourse on 
social, economic and political issues far more than ever before, and 
states should not take away that voice. Citizens should not be penalised 
through shutdowns when they demonstrate calling for economic or 
political reforms or indeed during contested electoral campaigns or 
polling as has happened most recently in countries such as the DRC, 
Sudan and Zimbabwe.” 

H. Recent developments in other jurisdictions 

The ECOWAS Court 

42. On 8 July 2020 the Community Court of Justice of the Economic Community of 
West African States (‘ECOWAS’) handed down judgment in the case of Kouassi 
v The Togolese Republic (Judgment no. ECW/CC/JUD/09/20), a case brought 
by a Togolese journalist and a group of NGOs concerning an internet shutdown 
in response to demonstrations about the Presidency. The court held that the 
shutdown amounted to a violation of Article 9 of the African Charter on Human 
and People’s Rights, being the right to freedom of expression (which is 
protected as a qualified right in the Togolese Constitution). Togo had sought to 
justify the shutdown on national security grounds. 

43. It was accepted in the case that the shutdown was an interference with the 
Applicants’ rights to freedom of expression (including their right to search for 
and receive information). The ECOWAS Court rejected Togo’s national security 
defence on the basis that, whilst national security is capable of providing a 
proper basis for derogations from the right to freedom of expression, any such 
derogations must be in accordance with the law, and no such legal framework 
existed in Togo by which the shutdown could have been lawfully effected (see 
paragraph 45 of the judgment). 

The European Court of Human Rights 

44. In four recent cases against Russia32 concerning the blocking of websites, the 
European Court of Human Rights has entrenched the principle that such activity 

 
32 Vladimir Kharitonov v. Russia (application no. 10795/14), OOO Flavus and Others v. Russia 
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constitutes an interference with the right to freedom of expression enshrined in 
Article 10 of the European Convention on Human Rights, and emphasised that 
any justification would be intensely scrutinised. The Strasbourg Court 
underlined the importance of the internet as vital tool in facilitating the 
enjoyment of the rights protected under Article 10. It found that the provisions 
of Russia’s Information Act by which Russia sought to justify its actions had 
produced excessive and arbitrary effects and had not provided sufficient 
safeguards against abuse. 

45. Having scrutinised the blocking measures and the mode of their application, 
the Court maintained the following criticisms (amongst others): no advance 
notice of the blocking measure had been given; no involvement by the website 
owners in the blocking process was provided for in Russian law; the blocking 
measures had lacked transparency; in two of the cases no court had been 
involved in the procedures leading to the blocking nor any reasons given for the 
decision; no impact assessment was required to be carried out; and reviews of 
the decisions were limited to reviewing compliance with procedure. 

I. Conclusion and request for urgent statement 

46. There is indisputable evidence that Sudan is responsible for internet shutdowns 
linked to times of political unrest, including now during the period immediately 
following the military coup on 25 October 2021. The current internet shutdown 
is preventing the peaceful participation by Sudanese civilians in civil activity. 
More concerning is the likelihood that during this period further atrocities will be 
committed by the Sudanese military (or others) and those atrocities will go 
unreported or underreported because of the curb on communications caused 
by the current internet shutdown. 

47. ASLPP requests that the UN Special Rapporteurs to whom this complaint is 
addressed issue an urgent joint statement as they did in 2019, denouncing the 
internet shutdowns and calling on Sudan to ensure that no further interferences 
with the rights of the Sudanese people as protected under the ICCPR, but in 
particular their rights to freedom of expression and to peaceful assembly and 
association, are protected to the fullest possible extent during this period. The 
recent expression of concern (on 2 November 202133) by Mr Voule is welcomed 
by ASLPP, but stronger action is needed. The Special Rapporteurs are invited 

 
(application nos 12468/15, 23489/15, and 19074/16), Bulgakov v. Russia (no. 20159/15), and 
Engels v. Russia (no. 61919/16) 
33 https://www.ohchr.org/EN/NewsEvents/Pages/DisplayNews.aspx?NewsID=27752&LangID=E 
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to communicate ASLPP’s complaint to the Sudanese authorities and the 
companies responsible (as set out at Section D above). 

 

Jonathan Price 

Doughty Street Chambers 

5 November 2021 

j.price@doughtystreet.co.uk 

 


